
Cipher Privacy Policy

1.1Introduction 
This Privacy Policy provides you with information concerning privacy, usable services and data. For 
the purpose of understanding “we”, “us” and “our” refers to Cipher, and “you” and “user” refers to 
you, the user of the services (Cipher).

1.2 Our aim is to provide the most secure and encrypted means of communication, safe for each 
individual user. 

2. Legal Ground  
Since no personal data is required we do not process it. Should government structures request any 
data of yours, we are required to cooperate best we can. Cooperation includes both personal data 
disclosure and activity. Personal data disclosure is our must by law. Since no data is stored by 
default, we only have access to the data you share with us.

3. Data 
We do not collect, sell or share any data (IP address, personal information, time of activity, etc.) that 
we have access to. To begin with, we do not require any data of yours.

4.1 Data collection
We do not come across with any of your data therefore we cannot collect it.
We cannot guarantee that data you share cannot be read directly from your device (keep your 
device away from malicious software such as viruses, spyware, etc.).

4.2 We come across very basic and limited information about our customers. This is due to 
collecting payments. This information is only shared with Apple due to them being our payment 
processor.

5. Responsibilities
You are responsible for your actions and/or shared data while using our service no matter personal 
or group shared content. 

● You are responsible for what you share using our service; therefore it is your own 
responsibility to filter what you share. You, at all times, should obey the laws of the 
country of your residence and/or stay.

● We do not take any responsibility for any actions made/taken by users of our service 
(including sharing files, images, messages, plans, etc.)

6.Personal data and messages

-Basic account data
You do not provide us with any data to create an account in Cipher. We do not require your 
username to be your real name. By default the username is generated by Cipher.

-Your messages



All data is encrypted with a pair of keys that only you and the recipient know. There is no way for us 
or anybody else without direct access to your device to learn what content is being shared in any of 
the messages. We do not store any of your keys and/or traces that could potentially identify you and/
or data you share.

7. Deleting data
All messages in conversation are only stored on the devices of users. It is impossible to delete a 
message from your partner’s device, unless they do it themselves, but deleting a message from your 
device will only leave it stored on your partner’s device.

8. Changes to this Privacy Policy
We will review and may update this Privacy Policy from time to time. Any changes to this Privacy 
Policy will become effective when we post the revised Privacy Policy on this page (our web-site). 
Please check our website frequently to see any updates or changes to our Privacy Policy, a 
summary of which we will set out below. 
April 30, 2019 

9. Questions and concerns
If you have any questions about privacy and our data policies, please contact us (somehow).  
Cipher is an open source project. You can examine more information on our: 
(our code links)
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